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Pennsylvania Municipal Retirement System 

SSAE 18 Audit Report for the period January 1, 2019 through December 31, 2019 

Corrective Action Plan 

 

Audit Basis for Qualification 

The Pennsylvania Municipal Retirement System (PMRS) states in its description that it has controls in 
place to timely remove terminated users’ access and to move backed up data offsite. However, as noted 
at Control Objective 10 – General Computing Controls, of the description of test of controls and results 
(section IV), controls related to the employee terminations and data backups were not consistently 
performed during the period January 1, 2019, to December 31, 2019. As a result, controls were not 
operating effectively to achieve the control objective, “Controls provide reasonable assurance that: 

• Logical access to programs, data, and computer resources is restricted to authorized and 
appropriate individuals, 

• Application changes to CPAS are documented, tested, and approved, 
• Program data is appropriately backed up, and 
• Physical access is restricted to authorized and appropriate individuals.” 

 

Audit Finding for Control Objective 10.04 – Logical Access 

 
Control Activity Specified by PMRS 

Test(s) of Controls Performed by 
CliftonLarsonAllen LLP 

 
Results of Test(s) 

10.04 CWOPA network and CPAS 
application access is removed upon 
PMRS employee termination. 

Inspected system documentation for 
the population of separations during 
the audit period to determine that 
access was removed. 

Exception noted. For four of seven 
terminated users, the user account was 
not locked out in a timely manner. 

 
Management’s Response 

During preparation for the 2019 SSAE Audit, it was discovered that the user accounts of terminated 
PMRS employees for the pension administration system (known as CPAS) were not removed in a timely 
manner. 
 
Risk 

Failing to remove access to CPAS when an employee leaves PMRS in a timely manner can only 
compromise the data in the CPAS system only after other technical controls have been by-passed.   
There are other processes that take place when someone leaves employment which ensures CPAS data 
cannot be accessed. 
 
Given the other security protocols employed by the Commonwealth, the risk of former employees 
gaining access to the CPAS system due to the failure of terminating their CPAS system user ID and 
password is minimal to non-existent without unlawful assistance by an existing PMRS employee.   



 2 of 3 
 

For terminated employees who transfer to another Commonwealth agency, PMRS revokes their access 
cards that allow them to enter the building on their own at prescribed times.  Without physical building 
access, they have no ability to access the PMRS network; therefore, they would either require assistance 
by an existing PMRS employee or unlawfully enter the building by force.  Even if they were able to 
access the building, their Commonwealth security credentials would have already been reset and would 
have removed access to PMRS network resources and granted access to their new Commonwealth 
employer.  This process, an automated human resource management transaction, is performed by the 
Office of Administration, Office of Information Technology (OA-OIT) occurs on the weekend after the 
Friday which is their last day of employment with PMRS.  

If such a person gained physical access to a computer, while they would have been able to log onto the 
computer, they would not have access to PMRS network resources such as file shares and the CPAS 
System.  They would need an existing PMRS employee user ID and password to gain access to PMRS 
network resources and the CPAS system.  If the former employee did obtain a valid user ID and 
password from an existing PMRS employee and had access to a PMRS managed computer inside the 
PMRS headquarters, then PMRS’s failure to disable their specific CPAS system credentials could permit 
unauthorized access to the CPAS system.  

Cause 
 
The termination processing form which is the control for this process was not completed for several 
employees in a timely manner.  
  
Remediation 
 
PMRS Operations staff will ensure that the termination processing form is completed for all employees 
leaving employment by the last day of employment. 

Additionally, PMRS is working with OA OIT to develop a standardized process to retain all 
Commonwealth domain users accounts for PMRS employees transferring to other Commonwealth 
agencies.  

 

Audit Finding for Control Objective 10.08 – Program Data Backing 

 
Control Activity Specified by PMRS 

Test(s) of Controls Performed by 
CliftonLarsonAllen LLP 

 
Results of Test(s) 

10.08 Critical CPAS program and data 
files are backed up to tapes each 
business day and rotated to an off-site 
storage facility twice weekly. 

Inspected documentation for an 
election of days during the period to 
determine that back-ups were 
performed and rotated off-site. 

Exception noted. During the period 
backups were not moved offsite. 

 
Management’s Response 

Backup data for the pension system was not moved to remote location 

During preparation for the 2019 SSAE audit, it was discovered that the pension database was not being 
replicated nightly to the designated remote disaster recovery (DR) from January 1, 2019 to November 
15, 2019.  
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Risk 

This resulted in the pension database being at risk for any event that would have resulted in a physical 
disruption to the PMRS headquarters’ facility.   

Cause 

The database backup controls used by PMRS require that the pension database backup be sent to two 
(2) different designated remote DR sites. However, the nightly backups were no longer being copied to 
the designated remote DR sites for the following reasons: 

• At the first designated remote DR site, a failure of domain name system (DNS) functionality 
required for the backup process to function was not working. The problem started in January 
2019 and was not resolved until November 2019.  

• At the second designated remote DR site, the configuration of the backup process contained an 
error that resulted in the failure of the backup process.   

Remediation 

• At the first designated remote DR site, the database copy process was changed so that it would 
no longer be dependent on DNS functionality.   

• At the second designated remote DR site, the configuration was corrected.   The missing folder 
has been created on the PACS server.  

PMRS technical staff will monitor each of the database backups to the designated remote DR sites daily 
to ensure that the backup is successful.  

As of the beginning of 2020, the production pension database is no longer physically located at PMRS 
headquarters. The production pension database is in the Oracle Cloud Infrastructure (OCI) and includes 
automated database backups to a remote location in the OCI.  The OCI is ISO-IEC 27001 and SOC-2 
certified.   

 

 

 


